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TWO-FACTOR
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Two-factor authentication is a security tool used to access the tdoc platform.

The first step consists of entering your username and password, as usual.

i

'd ~
Username or email
Password
Forgot Password?
SIGN IN
\,
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The second step involves scanning a QR code, using either a mobile device or a computer.

Using a Mobile Device

To access the platform, you must have one of the following apps installed on your mobile
device:

e Google Authenticator.

e FreeOTP.

Both apps work similarly. Below is an example using Google Authenticator for the first login.

Please note that the QR code is unique to each user and device, and therefore, it is non-
transferable.


https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2&hl=en
https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2&hl=en
https://apps.apple.com/es/app/freeotp-authenticator/id872559395?l=en-GB
https://apps.apple.com/es/app/freeotp-authenticator/id872559395?l=en-GB
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1. Open Google Authenticator, select the Add code option, and then choose Scan a QR

code, as shown in the images:

= Google Authenticator

Looks like there aren't any Google Authenticator
here yet.

Change account
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Add a code

®

codes
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Add an authenticator
code

To begin, either scan the QR code or manually
enter the setup key.

(&) Scana QR code

Enter a setup key

2. Scan the QR code provided by tdoc. Once scanned, the app will generate a temporary

code, which you must enter in the tdoc platform.
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= Google Authenticator

Search...

tdoc: mail@mail.com
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MOBILE AUTHENTICATOR SETUP

You need to set up Maobile Authenticator to activate

your account.

1. Install one of the following applications on your mobile:

Google Authenticator
Free OTP

2. Open the application and scan the barcode

Unable to scan?
3. Enter the one-time code provided by the application and click Submit
to finish the setup.
Provide a Device Name to help you manage your OTF devices.
One-time code

714386

Submit
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3. Once the code is entered, you will gain access to the tdoc platform with the same

permissions as before.

Using a computer

To access via a computer, you must use an extension depending on your browser. Please

use one of the following links:

-Chrome: Chrome Authenticator Extension
-Firefox: Authenticator
-Edge: Authenticator2FA Client

All links work in a similar way. Here is an example using Chrome for your first login.
1. Click the provided link and select Add to Chrome:

o]k

=2¢. Authenticator

& http:/fauthenticator.cc/ 3.7 % (2.2K ratings) < Share

Extension Privacy & Security 7,000,000 users

° Authenticator

ol 51526853
. A
.- _n Google
& 200910
< — >

Authenticator

2. Click Add extension:

Add "Authenticator”?

Add extension



https://chromewebstore.google.com/detail/authenticator/bhghoamapcdpbohphigoooaddinpkbai?hl=en
https://addons.mozilla.org/en-US/firefox/addon/auth-helper/
https://microsoftedge.microsoft.com/addons/detail/authenticator-2fa-client/ocglkepbibnalbgmbachknglpdipeoio?hl=en-US&gl=US
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3. You will see the following icon appear in the top right corner of your browser:

% 3 4 0 :

4. Use the icon to scan the QR code. After scanning the QR code, a temporary

code will be generated.

(8 5
o Authenticator = &

) o

No accounts to display. Add your first
account now. Learn more

5. Enter this code into the tdoc platform:

w = D
.3 Authenticator =4

tdoc mail@mail com

t@; 832587

Suppert agr-am@tdoc.es

MOBILE AUTHENTICATOR SETUP

eed to set up Mobile Authenticator to activate

832587

6. After entering the code, you'll have access to the tdoc platform with the same visibility as before
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